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V/v canh béo chién dich tin cong mang
loi dung 16 héng bao m4t Microsoft
SharePoint CVE-2025-53770

Kinh gui:
- Uy ban Mit tran T quéc Viét Nam tinh;
- Van phong Tinh tty, UBND tinh;
- Vén phong Poan PBQH va HDND tinh;
-B6 Chi huy Quén sy tinh; Cuc Thi hanh 4n dan su tinh;
- Vién Kiém sat nhan dan tinh; Toa 4n nhan dan tinh;
- Cuc Théng ké tinh; Bao hiém x3 héi tinh; Cuc Thué tinh;
- Kho bac Nha nuéc tinh; Cang vu Hang hai tinh;
- Céc s0, ban nganh va hdi doan thé tinh;
- UBND céc x4, phuong, dic khu;
- Truong Pai hoc Pham Vin Ddng, Cao dang Cong dong
Kon Tum, Cao ding Viét Nam - Han Quéc - Quéang Ngai;
- Cong ty CP Loc héa diu Binh Son; Truyén tai dién
Quang Ngdi; Pién luc Quéang Ngii.

Qua cong tdc bdo dam an toan théng tin, an ninh mang trén dia ban tinh,
luc lugng An ninh mang va phong, chéng t6i pham st dung céng nghé cao phat
hién chién dich tan cdng mang loi dung 16 héng bdo mét Microsoft SharePoint
CVE-2025-53770 vao hé thdng théng tin cta cc co quan Pang, Nha nuéc; ngan
hang, t6 chuc tai chinh, tdp doan, doanh nghiép va céc cong ty 16n. Lo héng bao
mét CVE-2025-53770 tdn tai trén san pham Microsoft SharePoint On-premises,
cho phép ddi tuong tin cong thuc thi ma tir xa. Pic biét, 16 hong ndy c6 thé da,
dang va s& dugc cic nhém tin cong c6 chu dich (APT) st dung dé khai thac
dién rong trong thoi gian nay (cé Phuc luc kém theo).

- Thong tin cy thé vé 15 héng nhu sau:
+Piém CVSS: 9.8/10; Mirc do: Rit nghiém trong;

+ Ld héng khai thac 131 bo qua xac thuc dugc kich hoat béng cach dit
header “Referer” thanh “/_layouts/SignOut.aspx"”. Sau d6 dugc khai thac dé
kich hoat thuc thi m3 tir xa théng qua webshell “/ layouts/1 5/ToolPane.aspx”.

+ Ld héng anh hudng dén cac phién ban Microsoft SharePoint Server
2019 va Microsoft SharePoint Enterprise Server 2016.

- Bién phép khéc phuc 15 héng 13 cdp nhét cic bén va (Ban v4 bao mat do
Microsoft: htgas://msrc.microsoft.com/blog/Z025/07/customer-guidance—for—
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sharepoint—vulnerabilitv-cve—2025-53770/) hodc sir dung céc bién phdp gidm
thiéu nguy co tan cong.

Nham bao dam an todn théng tin, an ninh mang cho hé théng thong tin
cua cdc co quan Dang, Nha nudc, td chirc, doanh nghiép trén dia ban tinh, Cong
an tinh dé nghi lanh dao céc co quan, don vi chi dao thyc hién:

1. Kiém tra, ra sodt va x4c dinh may chu st dung phién ban SharePoint cé
kha ning bi anh huéng. Thuc hién cap nhat ban va bdo mat cho cic may bi anh
huéng theo hudng dan ctia Microsoft.

2. Tang cudng gidm sat va sin sang phuong 4n xr 1y khi phat hién c6 dau
hiéu bj khai thac, tin céng mang; déng thoi thuong xuyén theo dsi kénh canh
bao kip thoi cua cc co quan chiic nang va cic t chic 1én vé an ninh mang dé
phat hién kip thoi cdc nguy co tin céng mang.

bao mét trén, dé nghi cac don vi lién hé dau méi Cong an tinh (qua Phong An
ninh mang va phong, chéng t6i pham s dung cong nghé¢ cao, dién thoai:
0888.309.485, thu dién tir: anm-ca@quangngai.gov.vn) dé bio cio su ¢ va
dugc huéng dan hd tro./. &/’ '

3. Trong truong hgp phat hién d4u hiéu tin cong mang khai théac 15 héng

Noi nh(:m: 513 4 ,\:,\M DQC
- Nhu trén; 2P, LGI@ POC
- UBND tinh (béo céo); oo

- Giam déc CA tinh;
- Phong Tham muu;
- Luu: VT, ANM.




, PHUC LUC
CANH BAO CHIEN DICH TAN CONG LOI DUNG L.O HONG
TREN SHAREPOINT VOT MA BINH DANK CVE-2025-53770
(Kém theo Céng véin s6 §51/CAT ~ANM ngay 05/7/2025 ciig Cong an tinh)
A AN ngdy L0 720

Tai liéu luu hanh noi bo

I. GIOI THIEU VE LO HONG CVE-2025-53770 VA CHIEN DICH
TAN CONG THUC TE

1.1. Giéi thiéu v& 15 hong CVE-2025-53770

Vira qua, Microsoft d3 phét hanh canh béo khin cép vé mot 15 héng bao
mat nghiém trong trén céc may chit Microsoft SharePoint on-premises. vg;j mi
dinh danh CVE-2025-53770. Day 1a mot 15 héng zero-day, d3 bi khai thac tich
cuc ngoai thuc té tir ngay 18/7/2025 va cé mirc do nghiém trong CVSS 9.8, cho
phép thuc thi m4 tir xa ma khong can x4c thuc (unauthenticated RCE).

Cac phién ban bj anh huéng bao gdm:

+ SharePoint Server 2016

+ SharePoint Server 2019

+ SharePoint Subscription Edition

Trong khi @6, SharePoint Online trén nén ting Microsoft 365 khong bij
anh huéng boi 15 héng nay.

CVE-2025-53770 dugc phat hién 14 mot bién thé ctia haj 13 héng truée d6
la CVE-2025-49704 v3 CVE-2025-49706, von da duoc Microsoft v4 trude do.
Tuy nhién, ké tin cong da tim ra cach bypass cic ban va nay, két hop véi mot
16 héng bypass xac thuc mdéi (CVE—2025-53771) dé thuc hién tan cong khong
can déng nhép va chiém toan quyén kiém so4t hé théng.

Tai trung tdm cia chudi tAn cong 1a endpoint:

/_layouts/1 S/ToolPane.aspx?DisplayMode=Edit

K& tin céng,gﬁ'i HTTI} POST request dén endpoint nay, spoof (gid mao)
header Referer dé n¢ tré dén /SignOut.aspx — mot trang ding xuét hop phéap
trong SharePoint. Bang c4ch nay, SharePoint tin rﬁng yéu ciu la hop I€ va bs
qua bude xac thue, cho phép upload file doc hai 1én hé théng.

1.2. Chién dich tin cong thye té

.- Theo théng tin tr Microsoft Threat Intelligepce (2025-07-24), cac 15

hong duoc nhém APT Storm-2603 khai thic trong chien dich nay 1a:

+ CVE-2025-49706 - Spoofing vulnerabilit ;

+ CVE-2025-49704 - Remote Code Execution vulnerability;

+ CVE-2925-5377O - Zero-day bypass 15 héng cli, cho phép thyc hién
deserialization tin cong khong can x4c thure.
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+ Storm-2603: t4p trung vao mi doc tdng tién (ransomware), ting trién
khai Warlock va Lockbit trong cac chién dich trudc.

+ Linen Typhoon va Violet Typhoon: tdp trung vao gian diép va danh
cép théng tin.

Trong chién dich hién tai, Storm-2603 d3 thuc hién chudi tin cong nhu
sau:

+ Khai thac 16 hdng trén céc mdy chii SharePoint on-premise ¢ gianh
quyén truy cap ban dau.

+ V6 hiéu hoa Microsoft Defender bang chinh sta registry.

+ Cai dat webshell, tao scheduled task, va tai cic .NET assembly doc hai
dé duy tri quyén kiém soat.

+ Trich xuit mat khau plaintext tir bd nhé LSASS biang Mimikatz.

+ Di chuyén ngang qua hé théng bang PsExec, Impacket va WML

+ Chinh stra Group Policy Objects (GPO) dé trién khai ransomware
Warlock trén toan hé thong.

Storm-2603
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Theo ghi nhén tir Trung tdm SANS Internet Storm, c6 hon 100 dudng dan
dén webshell dang bi quét - cho thay 18 hdng dang bi khai thac hang loat trén
Internet.

II. DAU HIEU NHAN DIEN VA CONG CU RA QUET

2.1. Dau hiéu nhan dién

Trong qué trinh gidm sat, phan tng su cé két hop véi tinh bdo an ninh
mang, don vi gidm sat an ninh mang cta A05 qudc té da phat hién nhiing chu01
truy cép bt thuong vao may chi SharePoint. Piém chung cua céc yéu cau

HTTP nay 1a thiéu truong cs-username trong log IIS - mét ddu hiéu cho thy c6
truy cép trai phép tir nguoi dung chua xéc thuc.
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Vi du vé chudj log IIS ghi nhan:

2025-07-17 18:xx:15 POST /_layouts/ 15/ToolPane.aspx
DisplayMode=Edit&a=/ToolPane.aspx 443 - Mozilla Firefox
/_layouts/ SignOut.aspx 302

2025-07-18 17:xx:16 GET /_layouts/1 5/spinstall0.aspx - 443 - Mozilla Firefox
/_layouts/ SignOut.aspx 200

Trong do, tép ToolPane. aspx duoc khaij thég: dé tai payload doc hai, sau d
spinstall0.aspx - mdt webshell] - dugc truy cap nhdm kidm sost hé thong tir xa.

Webshell cé tén spinstall0.aspx dugc ghi nhédn da dugc upload thanh
cdng vao thu muc maéc dinh cla SharePoint:

C:\Program Files\Common F iles\Microsoft Shared\Web Server
Extensions\1 6\TEMPLATE\LAYOUTS\spinstallO.aspx

Thong tin vé ma doc:

* SHA256 hash: .
92bb4ddb98eeafl1fc15bb32e7] d0a63256a0ed826a03ba293ce3 a8bf057a5
14
* Chirc niing chinh:
© Boc va dénh cip machine keys (ValidationKey va DecryptionKey)
trong c4u hinh ASP.NET.
o Tao ViewState gia mao dé thue hién RCE (Remote Code
Execution) ma khong can x4c thue.
o Thiét lap persistency bang cach tai NET assemblies ddc hai va tao
scheduled task.

title: Potential SharePoint ToolShell CVE-2025-53770 Exploitation - File Create
id: ba479447-721f-42a9-9af2—6dcd517bbdb3
status: experimental
description: |

Detects the creation of file such as spinstall0.aspx which may indicate successful
exploitation of CVE-2025-53770.

CVE-2025-53770 is a zero-day vulnerability in SharePoint that allows remote code
execution.
references:

- https ://research.eye.security/sharepoint-under-siege/

- https://msrc.microsoft.com/ blog/2025/07/customer- guidance-for-sharepoint-
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vulnerability-cve-2025-53770/
author: Swachchhanda Shrawan Poudel (Nextron Systems)
date: 2025-07-21
tags:
- attack.initial-access
- attack.t1190
- ¢ve.2025-53770
- detection.emerging-threats
logsource:
product: windows
category: file event
detection:
selection:
TargetFilenamelendswith: \spinstall0.aspx’
condition: selection
falsepositives:
- Unknown
level: critical

title: Potential SharePoint ToolShell CVE-2025-53770 Exploitation Indicators
id: 7477881c-ec3b-49d6-aced-7255944e5¢59
status: experimental
description: |
Detects potential exploitation of CVE-2025-53770 by identifying indicators such as
suspicious command lines discovered in Post-Exploitation activities.
CVE-2025-53770 is a zero-day vulnerability in SharePoint that allows remote code
execution.
references:
- https://research.eye.security/sharepoint-under-siege/
- https://msrc.microsoft.com/blog/2025/O7/customer-guidance-for—sharepoint-
vulnerability-cve-2025-53770/
author: Swachchhanda Shrawan Poudel (Nextron Systems)
date: 2025-07-21
tags:
- attack.initial-access
- attack.t1190
- cve.2025-53770
- detection.emerging-threats
logsource:
category: process_creation
product: windows
detection:
selection_img:
ParentImagelendswith: \w3wp.exe'
selection_encoded aspx:
- CommandLine|wide|base64offset|contains: 'spinstall0.aspx’
- CommandLine|base64|contains: 'spinstall0.aspx’
selection encoded path:
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CommandLinelwide[base64offsetlcontains:

':\PROGRA~1\COMI\/ION~1\MICROS~1\WEB SER~I\15\TEMPLATE\LAYOUTS'

':\PROGRA~1\COMMON~1\MICROS~1\WEBSER~1\16\TEMPLATE\LAYOUTS'
- "\Program Files\Common Files\Microsoft Shared\Web Server
Extensions\15 \TEMPLATE\LAYQUTS'
- "\Program Files\Common F iles\Microsoft Shared\Web Server
Extensions\1 6\TEMPLATE\LAYOUTS'
selection_ioc:
CommandLine|contains:
- '-EncodedCommand
JABiAGEAchIADYANABTAHQAchpAG4AZwAgADO'
- 'TEMPLATE\LAYOUTS\spinstallO.aspx'
condition: (selection_img and 1 of selection_encoded_*) or selection ioc
falsepositives:
- Unknown
level: high

title: SharePoint ToolShell CVE-2025-53770 Exploitation - Web IIS
id: 48d053db-6a56-4866-b60d-0975647050ed
status: experimental
description: |
Detects access to vulnerable SharePoint components potentially being exploited in
CVE-2025-53770 through IIS web server logs.
CVE-2025-5370 is a zero-day vulnerability in SharePoint that allows remote code
execution.
references:
- https://Www.linkedin.com/posts/mauriceﬁelenbach_sharepoint-incidentresponse-
windowssecurity-activity—73 52653907363303425-bL.2f
- https://research.eye.security/sharepoint-under-siege/
- https://msrc.microsoft.com/blog/Z025/07/customer—guidance-for-sharepoint-
vulnerability-cve-2025-53770/
author: Swachchhanda Shrawan Poudel (Nextron Systems)
date: 2025-07-21
tags:
- attack.initial-access
- attack.t1190
- cve.2025-53770
- detection.emerging-threats
logsource:
category: webserver # IIS web server logs
detection:
selection_exploit_post:
cs-method: 'POST!
cs-uri-stem|contains: '/ layouts/1 5/ToolPane.aspx'
cs-uri-query|contains: 'DisplayMode=Edit&a=/ToolPane.aspx’
selection_exploit get:




cs-method: 'GET'
cs-uri-stem|contains: '/ _layouts/15/ spinstall0.aspx'
selection_referer:
cs-referer|contains: '/_layouts/SignOut.aspx'
condition: 1 of selection_exploit * and selection_referer
falsepositives:
- Unknown
level: medium

Ngoai ra céc t6 chirc cb thé st dung mét s6 truy van phat hién c6 thé sir dung
truc tiép trén cdc hé thong giam sat an ninh mang ph6 bién nhu Splunk, Elastic Stack
nhu sau:

Truy vin trén Splunk

index=iis source="*jjs*"

[ search cs_method="POST" cs_uri_stem="/_layouts/15/ToolPane.aspx"
cs_uri_query="DisplayMode=Edit&a=/ToolPane.aspx"

| eval payload_size=tonumber(cs_bytes)

| where payload_size > 7000

| search cs_User Agent="Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:120.0)
Gecko/20100101 Firefox/120.0"

| stats count by src_ip, cs_uri_stem, payload_size

| sort -payload size

index=iis

| search cs_method="POST" AND cs_uri_stem="/_layouts/15/ToolPane.aspx"

| where cs_bytes > 7000 AND cs_bytes < 10000

| search cs_Referer="/_layouts/SignOut.aspx"

| eval attack pattern=if(like(cs_User Agent, "%Windows NT 10.0 ; Win64; x64;
rv:120.0%"), "CVE-2025-53770", "Other")

| where attack_pattern="CVE-2025-53770"

| table time, src_ip, cs_uri_query, cs bytes, sc status

Truy viin trén Elastic Stack

{
"query": {
"bool": {
"must": [
{"term": {"http.request.method": "POST"}},
{"term": {"url.path": "/_layouts/15/ToolPane.aspx"}},
{"term": {"url.query": "DisplayMode=Edit&a=/ToolPane.aspx"}},
{"range": {"http.request.bytes": {"gte": 7000, "lte": 10000} } 3,
{"term": {"user agent.original": "Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:120.0) Gecko/20100101 Firefox/120.0"} },
{"term": {"http.request.referrer": "/_layouts/SignOut.aspx"}}

13}
}




2.2. Cong cu ra quét

Coéng cu dugc tac gia ZehprFish phat trién nhim h3 tro doi ngll gidm sat
an ninh mang trong viéc kidm tra tu dong céc hé théng SharePoint bang cach gui
céc truy vAn POST duoc thiét ké sin chira ma khai théc. Qu4 trinh quét tap trung
vao viéc phét hién diu hiéu rd ri thong tin khéa may (machine key), g(‘A)m cac
truong ValidationKey, DecryptionKey, va CompatibilityMode — nhiing thanh
phan béo mit cbt 15 trong viéc ma hda va xac thuc ctia ASPNET. Khi may chu
trd vé chudi chira cac gia trj nay theo dinh dang phan tach bing ky tu |, day la
bang chiing 16 rang cho thiy hé théng da bi khai théc.

dang nén base64, mau ms doc ASPNET vié'tN bﬁng C#, hodc cac header bat
thuong nhu User-Agent va Content-Length. Maj phat hién duoc phan loai theo
mirc dd tin cdy tr LOW, MEDIUM, HIGH d&én CRITICAL, véi canh bio

ngay lap tirc néu hé théng bi 16 khéa ma hoa.

Céc budc trién khai cong cu nhu sau, cong cu duoc trién khai trén mot
may chi Linux trong cung dai mang véi may chu SharePoint hodc dugc mé rule
trén Firewall dé c6 thé két ndi dén tir da; mang khéc trong hé théng. Gia st t§
chic dang st dung may Ubuntu méi cai dit (vi du Ubuntu 22.04 hodc 24.04
LTS), céc bude sau s& huéng din nguoi quan tri hodc d6i ngii giadm sét an ninh
mang ctla t chirc thiét lap tir dau.

e Budc 1: Cap nhit hé théng
@do apt update && sudo apt upgrade -y 7

® Budc 2: Cai diit Python3 va pip
!?ldo apt install python3 python3-pip -y
python3 --version
ip3 --version

e Budc 3: Cai dit Git d clone m3 ngudn
,Eldo apt install git -y

® Budc 4: Clone cong cu tir GitHub
git clone https:// github.com/ZephrF ish/CVE-2025-53770-Scanner
cd CVE-2025-53770-Scanner

® Budc 5: Cai dit cac cong cu phu thude

® Budc 6: Tao tap tin danh sach may chd SharePoint cin thidt

| pip3 install -r requirements.txt B
Rno hosts.txt
sharepoint].example.com

192.168.56.101
internal-sharepoint.local
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® Budc 7: Trién khai céng cu ra quét

chmod +x scanner.py

Ra quét co ban:

python3 scanner.py -i hosts.txt

Ra quét nang cao (da ludng, luu log va két qua):

python3 scanner.py -i hosts.txt -o results.json -1 scan.log -t 20 -v

e Budc 8: Xem két qua ra quét

cat results.json | jq

III. KHUYEN NGHI VA KHAC PHUC

Dé ting pho véi tinh trang khai thac 16 hong dang dién ra trén céc may chu
SharePoint on-premises, t6 chtic can thuc hién mét loat bién phép phong th chii
doéng va xtr 1y su cd khin cép. Trudc hét, néu hé théng SharePoint chua dugc
cdp nhat ban v4 méi nhét tur Microsoft, nén gié dinh rang hé thong da bi xam
nhap. Cac déu hiéu tin céng bao gbém truy cdp dang ngo dén dudng dan
/ToolPane.aspx, dic biét la cic yéu ciu HTTP POST  dén
/layouts/1 5/ToolPane.aspx? DisplayMode=Edit ¢ chia tidy dé Referer:
/SignQut.aspx. Ngoai ra, can kiém tra thu muc layouts trén may cha SharePoint
dé phat hién cac file .aspx bat thudng, ching han nhu spinstall0.aspx, vi day la
diu hiéu phd bién ctia web shell duoc trién khai sau khai théc. Cling cén luu y
dén c4c hanh vi bat thudong nhu tién trinh IIS (w3wp.exe) goi shell PowerShell
hoac CMD.

Céc t6 chiic nén ra soét nhét ky mang va SIEM dé tim két ndi dén cic dia
chi IP doc hai d& dugc ghi nhan, bao gdm 107.191.58/.]76, 104.238.159[.]149
va 96.9.125[.]147, dac biét trong khung thoi gian tir ngdy 17 dén 21 thang 7
nam 2025. Ngoai ra, cin theo d3i cac hoat dong bat thuong lién quan dén
/layouts/SignOut.aspx, vi céc attacker dang sir dung k¥ thuat spoofing dé khai
thac tr trang nay.

Trong trudng hop chua phat hién diu hiéu xdm nhép, céc bién phép chu
dong cén thuc hién ngay bao gdm: ap dung ban v4 bdo mat mdi nhat tur
Microsoft cho céc phién ban SharePoint Server Subscription Edition va 2019
(Ivu y rang ban vé cho 2016 van dang cho c4p nhat). Can bat chic nang AMSI
(Antimalware Scan Interface) cho SharePoint va dam bio rang may chu dang st
dung Microsoft Defender hodc phin mém antivirus tuong thich. Trong trudng
hop khong thé kich hoat AMSI, cac may chi SharePoint cin duoc tach ra khéi
moi truong internet cho dén khi cé ban va hodc phuong 4n khic phuc chinh
thtc.

Mot bude quan trong khéng thé bo qua la xoay vong lai cic khoa may
(machine key), bao gém ValidationKey va DecryptionKey, vén dugc dung dé ky
va ma hda ViewState. Néu attacker di danh cép cac khoa nay, ho c6 thé tiép tuc
truy cdp hé théng ngay ca sau khi da vé 18 héng. Theo khuyén nghi cua CISA va
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Microsoft, viéc xoay khoa can dugc thuc hién trude va sau khij ap dung ban v4,
sau d6 khoi dong lai dich vu IIS.

by
I A

Internet hodc loai bé khoi hé théng. Déng thoi, can cap nhat hé théng ngan chan
xam nhap (IPS), tuong Ita ing dung web (WAF) dé chidn cac mau khai thac
tuong g, va trién khaj dy du cac chinh sach logging theo huéng dan cua
CISA.

Cudi cung, dé giam thidu kha nang bi ransomware hoic tai x4m nhép, t6
chirc nén tién hanh kiém tra toan dién vé cAu hinh quyén truy cap, tbi gian hoa
phén quyén layout va quyén quan trj, thuc hién bao vé nhidu 16p va 4p dung céc
thuc hanh bao mét tién tién, bao gbm hudéng dan #StopRansomware tir CISA.

IV. DANH SACH INDICATOR OF COMPROMISE I00)

ToC M5 ta
107.191.58[.]76 Nguon IP khai thac
104.238.159[.]1149 Ngudn IP khai thac
96.9.125[.]147 Nguén IP khai thac
139.144.199[.]41 Nguén IP khai thac
89.46.223[.]88 Ngubn IP khai thac
45.77.155[.]170 Nguén IP khai thac
154.223.19[.]106 Ngudn IP khaj thac
185.197.248[.]131 Nguon IP khai thac
149.40.50[.]15 Nguon IP khai thac
64.176.50[.]109 Nguon IP khai thac
149.28.124[.]70 Ngubn IP khai thac
206.166.251[.]228 Nguon IP khai thac
95.179.158[.]42 Nguén IP khai thac
86.48.9[.138 Nguon IP khai thac
128.199.240[.]1182 Ngubn IP khai thac
212.125.27[.]102 Ngubn IP khai thac
91.132.95[.]60 Ngudn IP khai thac
C:\PROGRA~1\COMMON~1\MICROS~1\ Tép tin dugc tao ra sau khi
WEBSER~1\1 6\TEMPLATE\LAYOUTS\ cac cau lénh m4 héa dugc

LspinstaHO.aspx thuc thi ]
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IoC

M5 ta

C:\Program Files\Common Files\microsoft
shared\Web Server
Extensions\16\TEMPLATE\LAYOUTS\

debug dev.js

Tép tin duoc tao ra sau khi
cac céu Iénh ma héa duoc
thuc thi

4A02A72AEDC3356D8CB38F01FOEOB9 NET module hash
F26DDC5CCB7COF04A561337CF24AA84030
B39C14BECB62AEBSSDE7FDS55C814AF NET module hash
BB0D659687D947D917512FE67973100B70
390665BDD93A656F48C463BB6C11A4D45B7 NET module hash
D5444BDD1DI1F7A5879B0F6F9AACTE
66AF332CESF93CE21D2FE408DFFD49D4AE3 NET module hash
1E364D6802FFF97D95ED593FF3082
7BAF220EB89F2A216FCB2DOE9AA021B2A10 NET module hash

324F0641CAF8B7A9088E4E45BECYS
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