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Kinh gui:
- Uy ban Mit tran T quéc Viét Nam tinh;
- Van phong Tinh iy, UBND tinh;
- Véan phong Doan DPBQH va HDND tinh;
-B6 Chi huy Quén sy tinh; Cuc Thi hanh 4n dan su tinh;
- Vién Kiém sat nhan dan tinh; Toa an nhin dan tinh;
- Chi Cuc Thong ké tinh; Bao hiém x4 hdi tinh; Thué tinh;
- Kho bac Nha nudc tinh; Cang vu Hang hai tinh;
- Céc sd, ban nganh va hoi doan thé tinh;
- UBND céc x4, phuong, dic khu;
- Truong Dai hoc Pham Vin Bong, Cao ddng Kon Tum,
Cao dang Viét Nam - Han Quoc Quang Ng4i;
- Cong ty CP Loc hoéa dau Binh Son; Truyen tai dién
Quéng Ngéi; Dién luc Quéng Ngai.

Trong thang 8/2025, Cuc An ninh mang va phong, chéng 61 pham st dung
cong nghé cao - BY Cong an d4 thuc hién phén tich va t6ng hop d6i véi 10 15 héng
bao mat nghiém trong anh huéng dén hé théng thong tin cia Viét Nam (Tai liéu
lwu hanh néi bg). Trong dé, c6 05 16 hong bao mat c6 mirc do rat nghiém trong; 04
16 hong bao mét nghiém trong; 01 16 hong bao mat mirc trung binh (trong d6 05 16
héng c6 PoC cong khai), cu thé:

1.L6 hong bdo mat trén hé diéu hanh ciia Microsoft

* CVE-2025-50165 — L& hong thuc thi ma tir xa do Windows Graphics
Componet.

- Mo ta:
+Piém CVSS: 9.8/10;
+ Murc d0: Critical;

+ Lb héng thuc thi m3 tir xa cho phép tin tic thuc thi ma tir xa trén hé thong
muc tiéu théng qua mot hinh anh JPEG dugc tao dic biét (c6 thé duoc nhung trong
Office ho#c céc tép khac) do tham chiéu con trd khong dang tin cdy trong thanh
phan Microsoft Graphics.

- Phién ban 4nh hudng: Cac phién ban Windows 11 Version 24h2, Windows
Server 2025 trudce 10.0.26100.4946.

- Khuyén nghi: Microsoft d3 béo c4o rang 16 hong nay da duoc giam thiéu
hoan toan va nguoi dung nén c4p nhét 1én phién ban hé diéu hanh méi nhét. Hudng
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dan cap nhat: https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-
2025-50165.

- L3 hdng c6 PoC: https:/github.com/allinsthon/CVE-2025-50165
2. L3 hong bio mit phin mém trén hé diéu hanh Linux

* CVE-2025-46809 - L6 hong chén théng tin vao t&p nhat ky trong SUSE
Multi Linux Manager.

- Mo ta:
+Piém CVSS: 6.9/10;
+ Mutc d6: Medium,;

+ Tin tic c6 thé khai thac 16 hong nay bang cach chén mét s théng tin dic
biét vao t€p nhat ky trong SUSE Multi Linux Manager dé€ 1ay duogc tén nguoi dung
va mat khau Proxy HTTP dang van ban rd trong Repolog.

- Phién ban anh huéng: Lo héng anh  hudng dén Container
suse/manager/5.0/x86 64/server:5.0.5.7.30.1 céc phién ban truéc 5.0.27-
150600.3.33.1.

- Khuyén nghi: Nha phat hanh da khuyén cao nguoi dung cép nhat hé théng
va cac goi lién quan 1én phién ban va mdi nhat do SUSE phat hanh, thong tin:
https://www.tenable.com/plugins/nessus/242658.

- L3 héng chua ¢6 PoC cong khai.
3. LJ hong bio mét phin mém trén tuong lira

* CVE-2025-20265 - L5 hong trong Phdn mém Trung tdm quan ly tuong lira
an toan Cisco (FMC).

- M6 ta:

+Diém CVSS: 10/10;

+ Murc do: Critical;

+ L3 héng nay 1a do viéc xu ly dit liéu déu vao cua nguoi dung khéng dung
cach trong giai doan xac thyc. Tin téc c6 thé khai thac 16 hong nay bang cach gui
dit liéu dau vao gia mao khi nhép thong tin dang nhép s€ dugc xac thuc tai may chu
RADIUS dé cau hinh. Khi 16 hong khai thac thanh cong c6 thé cho phép tin tac thuc
thi cac lénh & mac dac quyén cao.

- Phién ban anh huéng: L& hong nay anh hudng dén céc phién ban Cisco
Secure FMC Software 7.0.7 va 7.7.0 néu bat xac thuc RADIUS.

- Khuyéq nghi: Nguoi dung va quan tri vién nén cép nhét phién ban mai nhét
ngay lap tae. Néu viéc va 161 khong kha thi, nguoi dung nén chuyén sang hinh thirc
xac thuc thay thé, chang han nhu tai khoan nguoi dung cuc bd, xac thuc giao thuc
truy cép thu muc nhe (LDAP) bén ngoai hogc dang nhép mét lan ngdn ngir danh
dau xac nhan bao mat (SAML SSO). bé biét thém thong tin chi ti€t tir nha phat
hanh: https://sec.cloudapps.cisco.com/securitv/center/content/CiscoSecurityAdvi
sory/cisco-sa-fmc-radius-rce-TNBK{79.
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- L hong ¢ PoC: https://github.com/jordan922/cve2025-20265.
4. L5 hong bao mét phin mém trén dich vu Web

* CVE-2025-53767 — L6 hong nang cao dic quyén trén Microsoft Azure
OpenAl.

- MO ta:
+ Piém CVSS: 10/10;
+ Muc d6: Critical;

+ L6 hong gia mao yéu ciu phia may chu (SSRF) trong cac dich vy Azure
OpenAl xay ra khi tin tic c6 thé thao ting mdy chu dua ra céc yéu ciu tiy y dén
cac tai nguyén bén trong hodc bén ngoai, thuodng bé qua phan doan mang va kiém
soat bdo mat. Trong trudng hop nay, 16 héng cho phép néng cao dic quyén, cho

phép tin tic vuot qua cic co ché xéc thuc va iy quyeén trong moi truong Azure
OpenAl

- Phién ban dnh hudng: Cac phién ban anh hudéng khéng dugc nha phat hanh
cong bo.

- Khuyen nghi: Microsoft da phat hanh ban va bao mat dé trong ban cap nhat
dé giai quyet 16 hong. Nguoi dung khong can phai thuc hién bét ky hanh dong nao.
Thong tin vé ban cip nhét: https://msrc.microsoft.com/update
guide/vulnerabilitv/CVE-2025-53767.

- L3 héng chua c6 PoC cong khai.

* CVE-2025-5394 — L5 héng trong WordPress Theme gy mét quyén diéu
khién Web.

* MO ta:

+Biém CVSS: 9.8/10;

+ Mtrc d¢: Critical;

+ Tin tic c6 thé tai 1én cac t€p zip chira webshell dugc nguy trang thanh
plugin dé thuc thi mi tr xa do vide thiéu kiém tra kha nang cua ham
alone_import_pack install plugin() trong giao dién Alone - Charity Multipurpose
Non-profit WordPress Theme danh cho WordPress.

- Phién ban anh huéng: L hong bao mét nay anh hudéng dén WordPress
Theme, Alone, phién ban 7.8.3 tré vé trude.

- Khuyén nghi: Quén trj vién trang web dang s dung giao dién Alone nén
cap nhat ngay 1én phién béan 7.8.4 trd 1én, phién ban nay c6 chta ban va bao mat.
Nha phét hanh d4 khéc phuc 15 héng ndy trong ban phéat hanh mai nhét ¢6 sin trén
ThemeForest: https://themeforest.net/item/alone-charity-multipurpose-
nonprofit-wordpress-theme/15019939

- L3 hong ¢6 PoC: https://github.com/fokda-prodz/CVE-2025-5394.

5. L6 hong bao mat phin mém trén dich vu Email
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* (CVE-2025-53786 — L& hong nang cao dic quyén trong Microsoft
Exchange Server.

- M6 ta:

+ Piém CVSS: 8/10;

+ Muc do: High;

+ L& hdng nang cao dic quyen (EoP) anh hudong dén viéc trién khai két hop
Microsoft Exchange Server. Ke tAn cdng c6 quyén quan tri vién d6i VO’l Exchange
Server co thé leo thang dic quyén trong méi truong dam may duoc két ndi. L3 hong

nay ton tai do Exchange Server va Exchange Online chia sé “cung mét nguyén tic
dich vu trong cau hinh két hop”.

+ Phién ban anh hudng: Microsoft Exchange Server 2016 bi anh hudng tur
phién ban 15.02.0 dén trude 15.02.1748.024 va Microsoft Exchange Server 2019
bi anh huéng tur phién ban 15.02.0.0 dén trude 15.02.2562.017.

- Khuyén nghi: Microsoft d& phat hanh ban stra 161 céi thién bao mat cho céc
trién khai Exchange hybrid, giup giam thiéu su ¢b nay. Dé dugc bao vé toan dién,
ngudi ding nén 4p dung bén stra 15i ho#ic phién ban méi hon. Ngoai ra, Microsoft
khuyén nghi 4p dung cic khuyén nghi cdu hinh theo hudng dén
https://learn.microsoft.com/vi-vn/Exchange/hybrid-deployment/deploy-
dedicated-hybrid-app.

Ngoai ra, Microsoft khuyén nghi nhiing khach hang d3 cAu hinh xéc thuc
Exchange hybrid hodc OAuth cho Exchange Server thanh Exchange Online va
khéng con st dung nita nén dam bao ring da dit lai "keyCredentials" cia chii thé
dich vu. Dé biét thém thong tin to Microsoft: https:/msrc.microsoft.com/update-
guide/vulnerability/ CVE-2025-53786

- L3 hong c6 PoC: https:/github.com/barbaraeivyu/CVE-2025-53786.
6. L5 hong bio mit phan mém trén ngon ngir lap trinh

* CVE-2025-23319 — L6 hong bao mét trong nésn tang Python trén NVIDIA
Triton Inference Server.

- Mo ta:
+ Piém CVSS: 8.1/10;
+ Muc do: High;

+ L6 hong bét ngudn tur Python backend cta may chu cho phép tin tac vuot
qué gidi han bd nh¢ dung chung bang cach gri mét yéu cau rat 16n. Viéc khai théc
thanh cong 16 hong nay c6 thé dan dén viéc tiét 16 thong tin. T d6 c6 thé din dén
tAn cong thuc thi ma tlr xa, chiém quyén kiém soét hoan toan may chu.

- Phién ban anh huéng: L5 héng anh hudng dén cac phién ban NVIDIA
Triton Inference Server va Python backend truéc 25.07.

- Khuyén nghi: Nha phét hanh dua ra bién phap giam thiéu chinh 12 nang cip
cd NVIDIA Triton Inference Server va Python backend 1én phién ban 25.07. Nguoi
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ding c6 thé xem thong tin trong ban tin bdo mat cia NVIDIA:
https://nvidia.custhelp.com/app/answers/detail/a id/5687.

- L6 hong chua c6 PoC cong khai.

7. L6 hong bio mat phin mém trén trinh duyét

* CVE-2025-9132 — L§ héng ghi ngoai giéi han trong V8 clia Google
Chrome.

- M6 ta:

+Diém CVSS: 8.8/10;

+ Muc d6: High.

+ Tin tic c6 thé khai thac 15 héng thong qua ndi dung HTML dugc tao ra
trong cac phién duyét web théng thuong dan t6i 15 ghi ngoai gidi han (b6 nhé ngoai
ving dém du dinh c6 thé bi ghi d¢). Khién trinh duyét c6 thé lam hong bd nhé, thoét
khoi co ché bao vé sandbox, lam sap trinh duyét hoac cho phép thuc thi ma tir xa.

- Phién ban anh huéng: L8 hdng bao mét nay anh huéng dén céc phién ban
Google Chrome trudce 138.0.7204.157.

- Khuyén nghi: Nha phat hanh théng béo ban stra 16i cho 15 héng V8 da dugc
dua vao Chrome phién ban 139.0.7258.138/.139 danh cho Windows va macOS, va
phién ban 139.0.7258.138 danh cho Linux, du klen s& sém dugc cung cép cho tat
canguoi  dung. Théng tin chi tiét:
https://chromereleases.googleblog.com/2025/08/stable-channel-update-for-
desktop 19.html.

- L5 héng chua c6 PoC cong khai.

8. L6 hong bao mat chudi cung rng khac

* CVE-2025-8088 - L5 hong Zero-Day thuc thi mA tir xa trén WinRAR.
- M0 ta:

+ Piém CVSS: 8.8/10;

+ Murc d6: High;

+ 1.5 héng xay ra khi giai nén mét t€p phién ban RAR danh cho Windows,
UnRAR, mi nguon UnRAR di dong va UnRAR.dIl c6 thé bi lira st dung duodng
dan duoc xac dinh trong mot kho luu trlit dugc tao dic biét, thay vi duong dan da
chi dinh. Tin tac co the khai thac dé thuc thi ma tiy ¥ bing cach tao cac tép luu tri
ddc hai.

- Phién béan anh huéng: L8 hong bao mat ndy anh huéng dén céc phién ban
WinRAR tir trude dén 7.12.

- Khuyén nghi: Nha phat hanh d& khic phuc 15 héng nay trong WinRAR
phién ban 7.13 phat hanh vao ngay 30 thang 7 nam 2025. Nguoi dung cén cép nhat
1&n phién ban méi nhét dé tranh bi 4nh huéng, théng tin vé ban cép nhat va 16 hong:
https://www.winrar.com/singlenewsview.html?&1 =0&tx_ttnews%5Btt news%S5

=283 &cHash=a64b4a81662d3639dec8d65f47bc93c5.
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- L3 hbng c6 PoC: https://github.com/jordan922/CVE-2025-8088

* CVE-2025-49457 — L3 hong leo thang dic quyén trén tmg dung Zoom.
- MO ta:

+Piém CVSS: 9.6/10;

+ Muc d0: Critical;

+ L6 héng nay xay ra do dudng dan tim kiém khong déang tin cdy trong mot
s6 ting dung Zoom Client danh cho Windows ¢6 thé cho phép nguoi dung chua xac
thuc thyc hién hanh vi leo thang dac quyen théng qua quyén truy cip mang. Bing
cach dit tép ddc hai vao vi tri duoc tim kiém trudc dudng dan tép hop 18, tin tacco
thé théng qua chia sé mang lira Gng dung thuc thi mé doc hai véi dac quyén cao
hon.

- Phién ban anh hudng: L& héng anh hudng t6i cac phién béan:
+ Zoom Workplace danh cho Windows trude phién ban 6.3.10.

+ Zoom Workplace VDI danh cho Windows trudc phién ban 6.3.10 (ngoai
trr 6.1.16 va 6.2.12).

+ Zoom Rooms danh cho Windows trudce phién ban 6.3.10.
+ B6 diéu khién Zoom Rooms danh cho Windows truéc phién ban 6.3.10.
+ Zoom Meeting SDK danh cho Windows trudc phién ban 6.3.10.

- Khuyén nghi: Zoom dé phat hanh ban cép nhéat bao mét dé giai quyét 16
héng nay. Nguoi ding dugc khuyén cdo nén cap nhat ngay lap tirc tng dung Zoom
1én phlen ban 6.3.10 trd 1€n thong qua Trung tdm Tai xuong Zoom chinh thure. Péi
v6i mdi truong VDI, phién ban 6.1.16 va 6.2.12 ciing bao gbm ban sta 15i:
https://www.zoom.com/en/trust/security-bulletin/zsb-25030.

- L hong chua c6 PoC cong khai.

Nham dam bao an toan théng tin cho hé thdng thong tin gop phén béo dam
an toan cac co quan, don vi trén dia ban tinh, Cong an tinh dé nghi lanh dao cac
don vi tiép tuc chi dao ra soét, cip nhat, va 18i hé théng, tang cuong trién khai céc
bién phap giam sat lién tuc cac hé thdng théng tin, phat hién sém céc déu hiéu bat
thuong, tin cong mang. Trong qua trinh thuc hién néu c6 khé khan, vuéng méc kip
thoi lién hé Cong an tinh (qua Phong An ninh mang va phong, chéng t6i pham sir
dung cong nghé cao, sé dién thoai 088.830.9485) dé duge hd tro.

Pé nghi cac dong chi quan tam chi dao thuc hién.L2 —
Noi nhin: L KT\.\GIAM DOC

- Nhu trén;

- UBND tinh (bao c4o);,

- Giam dbc Coéng an tinh;
- Phong Tham muu;
-Luu: VT, ANM.
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